Varnaraba interneta —
soocanje z novim izzivi
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Projekta SAFE.SI in Varni na internetu
Na kratko o aktualnih prevarah
Druzabna/druzbena omrezja

Kaj objavljamo in zakaj?

Kaj je to medijska pismenost?

Spletno nadlegovanje in nasilje

Zasvojenosti

Ce Zelite izvedeti ved ...
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Prelepo, da bi bilo res?

Michael Kors Skorpios Large Michael Kors Skorpios Large
Shoulder Bag Black Leather Shoulder Bag Dark Slate Leather

£99500 $79.00 $99500 $79.00

vir slike : asecurelife.com
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Od Benton Grether <arder@thriveinthirty.com>17 4y Odgovori | = Posreduj 3 Arhiviraj | @ Mefeleno | Q) Izbridi Ved -
Zadeva PNX: [ 20/06/2018 01:26:08 Do not blame anyone for your mistakes 20, 06. 2018 00:26

2 [

Ticket Details: PNX-771-38243

Email:

Camera ready,Notification: 28/86/2818 81:26:88

Status: Waiting for Reply @8xuXaEy3A7T19WwDnPmUkATLrG95y21Bu3 Priority: MNormal

Good day.

If u were more attentive while playing with yourself, I wouldn\'t worry you. I doni't think that playing
with yourself is really awful, but when all colleagues, relatives and friends receive video record of
it- it is definitely for u.

I seized virus on a web-site for adults {with porn) which was visited by you. When the victim tap on a
play button, device starts recording the screen and all cameras on your device begins working.

Moreover, soft makes a dedicated desktop supplied with keylogger function from your system , so I was
able to collect all contacts from ur e-mail, messengers and other social networks. IN'm writing on this
e-mail cuz It\'s your working address, so u must check it.

In my opinion 388 usd is pretty enough for this little misstep. I made a split screen vid{records from
screen {u have interesting tastes ) and camera oocoococh... its awful AF)

So its ur choice, if u want me to delete ur disgrace use my bitcoin wallet address:

1BTRzrGvcZ88GpjQLyo2 TIRCNhAXBArZINY

You have one day aftter opening my message, I put the special tracking pixel in it, so when you will open
it I will know.If ya want me to show u the proofs, reply on this letter and I will send my creation to
five contacts that IV've got from ur device.

P.5... U are able to complain to police, but I don\'t think that they can solve ur problem, the
inguisition will last for several months- IN'm from Estonia - so I dgf LOL
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SI SPLETNI DETEKTIV?

Prepoznas spletno goljufijo?

Resi kviz!
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Od mene je odvisno vse.

PODROCJA ZLORAB KAKO SE ZASCITITI NASVETI ZA PODJETNIKE KNJIZNICA NOVICE ZA MEDUE

Kvizi

E-prirocniki

K

KA JEVADAS?
Kaj je zadaj#3: Lazna Kaj je zadaj #2: Brezplacni
spletna trgovina Nasveti za varno rabo kuponi

POGLEJ VIDEO NAMIG —> interneta na pocitnicah POGLE VIDEO NAMIG

POGLEJ VIDEO NAMIG —>

Kaj je zadaj #1: phishing "
prevara NajpogostejSe Facebook Kako preveris spletno

POGLEJ VIDEO NAMIG —> prevare trgovino?
POGLEJ VIDEO NAMIG —> POGLEJ VIDEO NAMIG

8

LJAS PREK SPLETA
Varno v svet kripto valut Nasveti za prodajo prek Izgubljen ali ukraden
malih oglasov iPhone

POGLEJ VIDEO NAMIG —>
POGLEJ VIDEO NAMIG — POGLEJ VIDEO NAMIG
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Kaj objavljamo?
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se 0 meni:

telefon Samsung, moja telefonska
Stevilka je...



Tag photo

Like Comment



3 YouTube 2018 challenges

)

TikTok

TikTok

#Musical #0h_Na_na_Challenge #The_Best_Musical
Na Nah Challenge Tiktok Musically Compilation | TikTok Musically
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Zaka] to objavljamo?
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Kdo si zares zelo zeli,
da objavimo se vecC ?
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A NI SUPER?

NICESAR NI
TREBA PLACATI
ZA SKEDENJ!

JA, IN SE
CELO HRANA JE
BREZPLACNA!

FACEBOOK IN TI

Ce za storitev nisi placal, nisi stranka. Si izdelek, ki ga prodajajo.




Pa saj nicesar ne skrivam -

(CC) jenshurley/Flickr
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ToCka osves€anja o varni rabi interneta in mobilnih naprav

Spletna druzabna omrezja - 10 naj nasvetov

10.

Raje ne sinhroniziraj profila in podatkov z drugimi omrezji, e-mail raéunom, kontakti v mobilnem
telefonu ipd.

. Upostevaj starostno omejitev, ki jo imajo druzbena omrezja (pogosto je 13 let, za nekatera pa

tudi 18).

. Nastavitve zasebnosti svojega profila v druZabnih omrezjih nastavi tako, da lahko tvoje objave in

profil vidijo le prijatelji in ne splo3na javnost. DruZzabna omrezja zelo posto spreminjajo te
nastavitve, zato vsake toliko preveri, ¢e je Se vedno vse OK.

. Za prijatelje v druZzabnih omrezZjih sprejemaj le ljudi, ki jih tudi v zivo poznas, in ne potrjuj

neznancev, samo zato, da bos imel &im vec prijateljev.

. Nauci se prijaviti zlorabo, nadlegovanje, sovrazno skupino, sliko, posnetek in blokirati osebo v

druZzabnem omreZju, ki ga uporabljas. Nauéi se tudi izbrisati svoj profil.

. Spostuj zasebnost drugih in ne obljavljaj njihovih slik, ¢e ti tega niso dovolili. Prav tako preverjaj

in spremljaj, kaj so drugi objavili o tebi.

. Nikomur ne zaupaj svojega gesla za omreZja, lahko ti ukrade identiteto in povzrodi velike

tezave.

. Previdno z uporabo lokacijskih storitev v druzabnih omrezjih.
. Prek druzabnih omrezjih se $irijo tudi spam, virusi in goljufije. Ne odpiraj sporocil od neznancev

in nenavadnih sporodcil tvojih prijateljev (kjer te prosijo za denarno pomo¢ ali ti posiljajo
"smes&ne" ali podobno "zanimive" videe).

za otroke, najstnike, starSe in uditelje

Zavedaj se, da kar objavis na druzabnem omrezju na nek nacin predas v last omrezja, saj lahko uporabijo podatke in slike, predvsem za

oglasevalske namene. Preberi pogoje uporabe omrezja, ki ga uporabljas in ugotovi, kaj lahko storijo s tvojimi podatki ...
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Google

dead fairy hoax

dead fairy hoax
dead fairy hoax dan baines
dead fairy photos a well crafted hoax

hoax slayer dead fairy
About 865 000 results (0.29 seconds)

Dead fairy hoax - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Dead_fairy_hoax ~

The Dead fairy hoax was an April Fools’ Day prank in 2007. Dan Baines, a sculptor
and illusion designer, managed to sell his creation, the fake corpse of a fairy, ...

Images for dead fairy hoax Report images

More images for dead fairy hoax

Dead Fairy Hoax -- Derbyshire, Mexico, Facts and Pictures ...

planetsave_com/.../dead-fairy-hoax-derbyshire-mexico-facts-and... ~
by James Ayre - in 360 Google+ circles

May 8, 2013 - And, amazingly, the dead fairy hoax is still going strong now. 6
years later. People just cant get enough of the idea of a dead mummified fairy
f8 o

snopes.com: Dead Fairy Hoax

www.snopes.com » Home » Fauxtography » Supernatural ~

May 4, 2013 - Photograph shows the remains of an 8-inch, mummified fairy found in
Derbyshire?

Dead Fairy Pictures - Urban Legends - About.com
- urbanlegends_about.com/library/bl_fairy_pictures_htm ~



$1°pes Search Snopes using Keywords or URLs Q. | Contribute to Snopes \ SubmataTopic ]

What's New Hot 50 Fact Check News Videos Archive FAQ About Us Randomizer

Fact Check @ Fauxtography

We're debunking daily!
Get the latest from
Snopes.com in your

Is This a Photograph of a Dead Fairy? box-

Enter email

[[] Accept our Terms & Privacy Policy*

Dear Reader,

Snopes.com has long been engaged in the
battle against misinformation, an effort we
could not sustain without support from our
audience. Producing reliable fact-checking
and thorough investigative reporting
requires significant resources. We pay
writers, editors, web developers, and other
staff who work tirelessly to provide you
with an invaluable service: evidence-based,
contextualized analysis of facts. Help us
keep Snopes.com strong. Make a direct
contribution today. Learn More.

Donate with PayPal
Most Popular View all
How Much of a Threat Is the
Purported ‘Momo Challenge’
Suicide Game?
Most of the April Fool’s pranks that appear on the Internet on or around April 1 have petered out by a day f “ gig gzngrg';;h,e Fonz’ Winkler
or two later; some of the more subtle satirical articles may continue to circulate for a few days longer fi—i ’
f - 1 1 2 » -
before some read(.er_s rec9gn|ze them as humor rather tban genuine news stone_s For whatever reason Was a Crystal g
though, a “mummified fairy” prank of 2007 was still going strong well after April 1 had come and gone, Discovered in the Bermuda
even though its creator had long since admitted to the hoax and the fictional tale had been exposed by Triangle?



Slikovno iskanje (Obratno iskanje slik)

Trije naéini za slikovno iskanje

==

Povlecite in spustite Prenesite sliko

FPovlecite in spustite sliko iz spleta ali Pojdite na images.google.com, kliknite
vaSega racunalnika v iskalno polje na Ikono fotoaparata in izberte »Prenesite
Images.google.com. sliko«. |zberite sliko, ki jo Zelite uporabiti,

in zaZenite iskanje.

Dawnload Image
Download Imiage As
| Copy Image LIRL

Lave ]I'I'l.-:lgE'
Save Image Az,

Kopirajte in prilepite URL slike

Ste v spletu nadli sliko, ki vas zanima?
Kliknite jo z desno tipko miske in
kopirate njen URL. Pojdite na

images.google.com, kliknite ikono
fotoaparata in izberite »Prilepite URL

Za 5e hitrej5e iskanje prenesite razsirtev za Chrome ali razsintev za Firefox. Ko razSintev namestite, sliko v spletu kliknete z

desno tipko in Google zacne iskati.



All se zavedamo, da zZzivimo v
Internethem mehurcku?

(CC) Flickr/Sergey Galyonkin




Go gle How to fly to Hawail 3 E

Vse Zemljevidi alike Movice Wideoposnetki Vet Orodja za iskanje

FribliZno 3.710.000 rez. {054 sek.)

Hawaii Flights from €299 - Special Offers 'til End of Month

wiww Edreams com/Hawaii_Cheap_ Flights «
Low Cost Flights to Hawaiil
Flight + Haotel Offers - Customer Service 77 - Best Price Guarantee - Cheap Flights fram €19
Amenities: Free Wi-Fi, Spacious Seats, World Class Semice
Destinations: London, Brussels, Pars, Dubling, Manchester

Cheap Flights to Hawaii, Airfares Starting at $116 Round trip

wiw Farecompare.coms v
All Airline Fares in One Place. Special Offers. Book Right Maw!
Fare Alerts - Daily Airline Deals - FareCompare Blog - Haotel Deals

GOVOLO: Fliige weltweit - Jetzt buchen & Friihbucherrabatte sichern
wan 0 Ovolo. de/Flug-buchen =
Mur hier bei GOYOLO,

$49 Flights To Hawaii - DealBase.com

whnni cealbase comfFlights «
Big =avings on Flights To Hawaiil One-\Way Flight Deals from $49.
Just Updated - Hotels, Flights, Cars - Incredible Savings - 1000s of Deals
Destinations: Las Yegas, Mew York City, Miami, an Francisco
Las “egas Hotels - MY C Hotel Deals - Hotels Mear Me - Tap Hotel Deals

5 Cheap Flights to Hawaii from $144 - TripAdvisor

e it i rora s | lbited States  Hawseaii THIY « Hasee=ii Flicthts = Prevsedi T otran



27 years of Sales with Aloha in Hawaii

Timeshare Resales 844-312-1378 TOLL FREE
L 312-13

=3 Sign-up for our Newsletter! @f,o

Resort Listings Buyers Sellers

vith over 15,905
s Located in High
hii. Worldwide
p Front Fees.
se of Escrow.

Be in the know on all
Hawaii's must see attractions.

GET TRAVEL PLANNER
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Logo zdruzenja ,2013 Flat Earth Society*

By Blanko - http://wiki.tfes.org/File:Flat_Earth_Society_Logo.png, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=44242127




Ekstremizmi

Vir: https://www.rtvslo.si/slovenija/ekstremizem-kako-ga-prepoznati-in-kako-kaznovati/305853




DNEVNIK

SLOVENIJA | SVET | POSEL SPORT KULTURA MAGAZIN KRONIKA LOKALNO DOM MNENJA OBJEKTIV NEDELJSKI GAZELA ZLATANIT OBRAZI PRIHODNOSTI

FACEBOOK

Evropska komisarka za pravosodje od Facebooka
STA
=mee  7ghteva pojasnila

= f ¥ e Evropska komisarka za pravosodje Vera Jourova od Facebooka zahteva, da pojasni, v kolikSni meri
je afera o zlorabi podatkov uporabnikov facebooka prizadela Evropejce. Komisarka naj bi v
ponedeljek operativni direktorici Facebooka Sheryl Sndberg poslala pisno zahtevo, dana3nje

@ NAJNOVEJSE porocanje nemskega Bild am Sonntag povzema nem3ka tiskovna agencija dpa.

Nova KBM lani s 45,8
milijona evrov dobicka

R

2 min

Industrijska proizvodnja v
prvih dveh mesecih visja
za skoraj 10 odstotkov

8 min

Agitavit Solutions
potrebuje veé razvijalk in
razvijalcev

9 min

Julijo Skripal iz bolnisnice
odpeljali na skrivno
lokacijo

14

26 min

1

Bill Cosby Zenski, ki ga
obtozuje spolne zlorabe

W

\

placal 3,4 milijona dolarjev
45 min

-
.;‘
.’5:
L;
7
A
S~
-+
7
S

Poskus uboja na Igriski v
Ljubljani: Zivijenje 18-
letnika je ogroZeno, 21-
letneg

52 min
: »0d Facebooka zahtevam nadaljnja pojasnila, v kolikSni meri so bili prizadeti evropski uporabniki.
Zlorabe podatkov 50 milijonov uporabnikov facebooka so v celoti nesprejemljive,« je za €asnik Se
dejala evropska komisarka, ki se je nedavno vmila z obiska ZDA. V zvezi s tem je dejala, da so jih
pristojni organi v ZDA zagotovili, da ocitke jemljejo zelo resno ter da Ze pripravijajo ustrezne
ukrepe.

»Ta afera bi morala biti opozorilo za vse nas: Kdor ima opravka z nasimi osebnimi podatki, ima
lahko velik vpliv. To zadeva nazadnje tudi temelje naSe demokracije,« je Se posvarila Jourova.

Manipuliranje javhega mnenja

V srediScu afere je podjetje Cambridge Analytica. Afera je izbruhnila, ko je Zvizgac, ki je sodeloval
pri ustanovitvi podjetja, za ¢asnik The Guardian povedal, da so informacije okoli 50 milijonov



DuckDuckGo

Iskalnik, ki vam ne sledi. Help Spread DuckDuckGol

Your data shouldn’t be for sale.
At DuckDuckGo, we agree.

1 Block advertising trackers.
2 Keep your search history private.

3 Take control of your personal data.




start
page

by ixquick

PRIVACY

How we protect you

Q&A

Our privacy policy
TOOLS
SUPPORT
COMMUNITY

ABOUT US

StartPage protects your privacy!

StartPage, and its sister search engine Ixquick, are the only third-party certified
search engines in the world that do not record your |P address or track your
searches.

Your privacy is under attack!

Every time you use a regular search engine, your search data is ._T
recorded. Major search engines capturs your |P address and use B_'[ v
tracking cookies to make a record of your search terms, the time & L "—‘I:'
of your visit, and the links you chooss - then they store that ——

information in a giant databass. ”

Thoss searches reveal a shocking amount of personal information
about you, such as your interests, family circumstancss, political
Isanings, medical conditions, and mors. This information is modern-day gold for marksters,
government officials, black-hat hackers and criminals - all of whom would love to get their
hands on your private search data.

Why should you worry?

' e I S I BT T P T T T T . R BT S T

Advanced Settings Su|
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Qwant
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mojeek

Startpage.com

@ search
encrypt
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¥ Support Disconi

Disconnect DISCONNECT 1 oo

™ & | FRir Fri iy ) ) ."_"\. iy W _\.\.i-"."_‘"’-"\."'."_.."-".‘-" .i_"
Used by over a million people - Disconnect is
the easiest way to protect your =:“|I“§ Drivac '
R it O Advertising
>
9requests
. oy ;
Watch video (¥ Analytics )
O 4requests
Social 3
*:'J"E"t Disco 0 requests
O Content
B >
O lrequest

= whitelistsite }.‘.\:‘ Visualize page

O @ showcounter [@ Capcounter

Time Bandwidth Regquosts
saved saved secured

' Pay whatever you want 0 ‘ I H I

() Block 2,000+ tracking sites
@1 Load pages 27% faster

Available for ﬁ U @0

Press inqui



@ ProtonMail

Secure Email Based
in Switzerland

Secure Your Communications with ProtonMail

GET YOUR ENCRYPTED EMAIL ACCOUNT

The ProtonMail mobile apps are now available worldwide.

Introducing Encrypted Email for Your Mobile Device

‘ @ Get the Android App & Get the iOS App @ Use the Web Version

@ E]o

vy B8 & G+ @ EN - English

About Security Blog Careers Support Enterprise v LOG IN SIGN UP

Vv 4 =& 1230
= INBOX @R

So much new

P Parker

Protonmail v1.0.10 is ready! 1n:A3am
ProtonMail via Crashlytics A

1 found a way back home

Peter Pan

Welcome on board
High res images

Andy Yen

Das hast du prima gemacht

Angel

You are awesome

Sandra Mulier

Swiss Privacy End-to-End Encryption Anonymous Email

Protect Your Privacy

Data Security and Neutrality Automatic Email Security




Fast, simple, secure.

Privacy that fits in your pocket.

# Android
@ iPhone

CJ Desktop

Use anything by Open Whisper

Systems.

Edward Snowden, \Whistleblower
and privacy advocate

Signal is the most scalable
encryption tool we have. It is
free and peer reviewed. |
encourage people to use it

everyday.
Laura Poitras, Oscar-winning
filmmaker and journalist

SUPPORT BLOG DEVELOPERS CAREERS

(.

We should consider every day lost on
which we have not danced at least
once. And we should call every truth
false which was not accompanied by
at least one laugh

I am regularly impressed with After reading the code, |

the thought and care put into literally discovered a line of
both the security and the drool running down my face.
usability of this app. It's my It's really nice.

Matt Green, Cryptographer, Johns

first choice for an encrypted
Hopkins University

conversation.
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SlovenskKi In
evIopski
ponudniki
storitev
morajo
upostevati
lokalno
zakonodajo

nakedsecurity.sophos.com




LVirtualno®

nasilje?




cem pa Je ,virtualno® nasilje
drugacno od ,realnega“?




(CC) Rapid City Public Library/Flickr
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Kar je bilo poslano le tebi,
Je nhamenjeno samo tebl!

\




- Ne slikaj me, €e reCem ne. |







KZ 137. Clen: (1) Kdor neupraviceno s posebnimi
napravami prisluskuje pogovoru ali izjavi, ki mu ni
namenjena, ali jo zvoCcno snema, ali kdor tak pogovor
ali tako izjavo neposredno prenasa tretji osebi ali ji
tak posnetek predvaja ali kako drugaCce omogoci, da
se z njim neposredno seznani, se kaznuje z
denarno kaznijo ali zaporom do enega leta.
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Science Cities Global development Football Tech Business Environment Obituaries

L safety Viral 'Momo challenge' is a malicious
hoax, say charities

Groups say no evidence yet of self-harm from craze, but resulting

hysteria poses a risk
on Media editor l / ’
9 06.00 GMT ‘
2 65428

5
o
}
’
‘ E most viewed
Explained: the case that could

bring down Canada's Justin
, Trudeau

Labour could let May's Brexit
deal pass in return for second
referendum

Trump ordered officials to
give Kushner top-secret
A The Momo messages are said to come from a profile with this distorted image of a woman, but experts say the security clearance - report
story is no more than a 'moral panic' among adults. Photograph: PSNI
It is the most talked about viral scare story of the year so far, blamed for child Girl, 11, gives birth to rapist's

child after Argentina says no

suicides and violent attacks - but experts and charities have warned that the A
to abortion

“Momo challenge” is nothing but a “moral panic” spread by adults.




Since momo was picked up by national media search interest hz:

24th
Police service of
Northern Ireland
issue warning,
giving the story
credibility

rapidly increased
22nd
Story hits
national
21st print press
Initial reports
in online
17 February 20th national media
Post on Love Manchester
Westhoughton Evening News
Facebook page reports on
Facebook pmit/,/
. |
17 February 20 21 22

Guardian graphic. Source: Google trends. Numbers represent search interest

TIMOImMO cnalienge™ 1S notning but a "mordl panic” spreaa by aaulits.
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Znanje je v nasih glavah,
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na internetu so le informacije.
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